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Self-certified Multi-recipient Signcryption Scheme
Based on Discrete Logarithm Problem
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Abstract: On the basis of existing literatures, a new self-certified multi-recipient signcryption scheme based on discrete
logarithm problem(DLP) in finite field is proposed. The scheme avoids the certificate existence problem and the key es-
crow problem in public key cryptography and offers a efficient solution to the problem of signcryption with multi-recipient,
moreover, it has simple algorithm and high security, so it is propitious to applications in practice.
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2.1 ¥k

(1) AJ{EPLH CA(Certificate Authority) EFEHE
DMRE p Mg R py=2p"+1,q,=2¢" +
1,5, p Mg HEKER.CAHE p = prg1. 3
HBEPLER Z, B—1Hhp'” BAEMNITg.

(2) CA EBUBID Y | T 2K 7 R

A:{0,1]" XZ,—>Z;;

Ry {011 X Z) — Z)

hy:Z, —> 10,117

hy:Z, >Z,.

(3) CAEBE - IMMHMEs cpZ, B y=¢
mod p.

(4) CARFF(p,g,h hy,hashs,hayy), R
(p1,q1.0"5q »s) FHH, n BB CHE M LK E.
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(1) BHR dy WEEH A EFE—DWEE
€rZy iR ya = gamod p. RJiG A Ri%E(da,ya)
% CA.

(2) CAWRI(da,ya) A, ITE 84 = h(d,,
ya) Ml ey = ghamod p,H ¥ (ka,ba) KL A.

(3) A LB(@J(/CA,?SA) u%,ﬁﬁ%fﬁ Kpa — y¢/‘
mod p Bk xs BIEEENE. BB, W A BLIHTE S, =
rah3(xa) YER B R, yo (B MBS,

(4) FEPLH, BAERBGE R, 1G58 C AR
Xﬁ:(yj,sj).
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(1) Al € Z, ,itH » = g mod p.

(2) A58 = 3 mod pre; = ha(8) @

3) AHBw = hi(m,r)g 'gamod p.
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(1) & S = 75 mod p;

(2) KEHE m = h(5) D ¢

(3) % rw = h1(m,7) %% mod p BHH,
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s = ytj'h3(3’¢') mod p
= grf"'h3(y¢’) mod p
= gt'rj'h3(gs'¢/) mod p
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= 75 mod p
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= hy(m,r)ys"s%) mod p
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R NFEEFE I EANBWE R, R, FR(r,
i w) WK BEEEHE AWESIBA R N T HthE

B RSB I T AE , S FUEAT 6 = 540" mod p it
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